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tions of the authority to develop health and safety standards. s~
also U.S. v. Frame, 885 F.2d 1119. 1122 (3rd Cir. 1989Huphoiding
delegation to the beef industry U) devise its own strategies to 1m·
plement the Government's policy}.

The appropriateness of the delegation here is furthered by two
factors: (1) Compliance with the industry standards is voluntary.
not compulsory. Carriers can adopt other solutions for compl)'lng
with the capability requirements. (2) The FCC retains control over
the standards. Under section 2602{b >. any carrier. any law enforce­
ment agency or any other interested party can petition the FCC.
which has the authority to reject the standards developed by indus­
try and substitute ita own. See Sunshine Anthracite Coal Co. v.
Adkins. 310 U.S. 381 (1940); St. Lou~. Iron Mt. & Southern Rv. Co.
v. Taylor, supra; Frame, supra, 885 F.2d at 1128 (delegation- valid
where discretion of private bodies is s\lbject to the Govemment's
authority to disapprove or modify the standards).

This section states affirmatively that the absence of standards
will not preclude carriers. manufacturers or support service prOVid­
ers from deploying a technology or service. but they must still com­
ply with the capability assistance requirements.

Subsection fbJ provides a forum at the Federal Communications
Commission in the event a dispute arises over the technical re­
quirements or standards. Anyone can petition the FCC to establish
technical requirements or standards, if none exist. or challenge any
such requirements or standards issued by industry associations or
bodies under this section. In taking any action under this section..
the FCC is directed. to protect privacy and security of communica­
tions that are not the targets of court-ordered electronic surveil­
lance and to serve the policy of the Uni~ States to encourage the
provision of new technologies and services to the public.

I! an industry technical ~irement or standard is set aside or
supplanted by the FCC, the FCC is required to consult with the At­
torney General and establish a reuonable time and conditions for
compliance with and the transition to any new standard. The FCC
may a1Io derme the auiatance obligations of the telecommuni·
cationa carriers during thia tra..naition period.

Thia section is 8l8o intended to add openness and accountabilitJ
to the procesa of finding solutions to intercept problema. Any FCC
dec:iaion on a standard for compliance with this bill must be macH
publicly.

Subaeetion. (c) gives telecommunications carriers an additional :
yean to achieve compliance with the capability assistance require
menta beyond the 4 Y'!&rI provided in section 2 of the act, if~
petition for, and the FCC granta, an estension. The ~CC ma~ graD
a petition for relief from compliance with the capabdity ua..~c
requirements for up to 2 years in cin:uma~ceswhe.re the came
caD show that c:omplianee with thoee reqUlrementa 15. not re~
ably acb.ievable through application of technology a~l~ Wltm
the ....year compliance periOd.·'!be Attorney General~ reimbun
the carrier for any Decessary modifications made dunng the ezteI
sion period. . . - _. li nl .....

Any eztension rranteei under thia subsection app es 0 Y U? UI:i

part of the carrier'. buaine.. on which the feature or sen'lce :
lUll. is UI8Cl .
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Section. 260i provides for enforcement of the bill by the CQuns.
Subsection faJ provides that a court may order telecommUn1Ca~10n~
camers. equipment manufacturers and support service providers to
comply forthwith with the requirements or the bill in circumstances
where an electronic surveillance order or authorization has been is­
sued but cannot be efTe<:ted because a carrier has failed to compiy
with the requirements of the bill. This provision compliments the
existing requirement in 18 t:.S.C. 2518~4) that an order authonz·
ing electronic surveillance may direct that providers of wire or elec­
tronic communications services or any "other person • • • furnish
• • • forthwith all information. facilities. and technical assistance
necessary to accomplish the interception."

Subsection rbJ authorizes the Attorney General. in the absence of
a particular electronic surveillance order or authorization. to apply
to an appropriate U.S. district court for an enforcement order di­
recting a telecommunications carrier. equipment manufacturer and
support services provider to comply with the bin. In order to avoid
disparate enforcement actions throughout the country which could
be burdensome for telecommunications carriers. this authority is
vested in the Attorney General of the United States through the
Department of Justice and the Offices of the various U.S. attor­
neys.

Subsection (e) places limitations on the court's authority to issue
enforcement orders. First~ the court must find that law enforce­
ment has no alternatives reasonably available for implementing
the order through use of other technologies or by serving the order
on another carrier or service provider. Essentially. the court must
find that law enforcement is seeking to conduct its interception at
the best. or most reasonable. place for such interception.

Second. the court must find that compliance with the require­
ments of the bill are reasonably achievable through application of
available technology, or would have been reasonably achievable if
timely action had been taken. Of necessity, a determination of "rea­
sonably achievable" will involve a consideration of economic factors.
This limitation is intended to excuse a failure to comply with the
capability auiatance requirements or capacity notices where the
total cost of compliance is wholly out of proportion to the useful·
neu of achieving compliance for a particular type or category of
senices or features. This subsection recognizes that. in certain dr·
c:umstances, telecommunications carriers may deploy features OJ

services even though they are not in compliance with the require­
ments of this bill.

In the event that either of these standards is not met. the co~
may not issue an enforcement order and the carrier may proceec
with deployment, or with continued offering to the public. of thl
feature or service at issue. .

Subsection (d) requires a court upon is~~ance of an enf~rcem,:n
order to set a reasonable time and conditions for complymg WItl
the order. In detennining what· is reasonable, the. court may COl:

sider as to each party before it a number of enume~ted factors; .
Subsection (e) provides that -an order may ~ot be lSSUed reqwnn

a carrier to exceed the capacity set forth in the Attorney General
notices under section 2603.
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Subsection r{J ,provides for a civil penalty up to $10.000 per day.
from the date of the order. or such later date as a COUrt may de­
cree. for any carrier, equipment manufacturer or support serllce
provider that violates the section. In setting the appropriate
amount of the fine. a coun may consider a number of enumerated
factors. including the nature, circumstances. and extent of the VIO­

lation. and, with respect to the violator, ability to pay. good-faith
efforts to comply in a timely manner. effect on ability to contlnue
to do business. the degree of culpability or delay in undenaking ef­
forts to comply, and such other matters as justice may requlre.

While subsection 2607(0 would subject to civil penalties a manu­
facturer that fails to provide its customers with the features or
modifications necessary for them to comply, the committee fully ex­
pects that manufacturers and carriers will ensure the compLiance
with the requirements through the normal marketplace mecha­
nisms. as carriers. in their orders, specify equipment that meets
the requirements of the bill. The imposition of civil penalties on
manufacturers woul'd nonnally be appropriate only when the exist­
ing marketplace (Le., contractual) mechanisms fail to ensure manu­
facturer compliance. just as the imposition of civil penalties would
normally be appropriate on carriers when. for eumple. they fail to
seek through contractual mechanisms such features or modifica­
tions.

Section 2608. entitled "Payment of costs of telecommunications
carriers" provides. in subsection fa), that the Attorney General is
required to pay all reasonable costs directly associated with modi­
fications required to comply with the capability assistance require­
ments. either during the period of 4 y~ars after enactment or dur­
ing any extension period granted by the FCC. In addition. the At­
torney General is required to pay such costs for expanding the car­
rier's facilities in the event such expansion is necessary to comply
with the notices issued under section 2603 of maximum and imtial
capacity needed by law enforcement.

Subsection fbJ provides that the Attorney General is authorized
to pay reasonable costs directly associated with achieving compli­
ance with the assistance capability requirements for equipmen~.
features or. services deployed· aD or after the date of enactment if
such compliance would otherwise not be reasonably achievable. In
determining whether compliance is reasonably achievable. consid­
eration must be given to when the deployment occurred.

Subsection (c) directs the Attomey General to allocate appro­
priated funds to carry out the purposes of the bill in accordance
with law enforcement's priorities.

Subsection (d) provides that if a telecommunications carrier re­
quests. payment for modifications to existing equipment, rea~~res 01
semces to achieve compliance with the assistance capab11lty re­
quirements under section 2602, and the Attorner General does n01
pay as required under subsection (a), the, equlpm~nt, featu~e o!
service in question will be considered to be 1n .co~pliance, untl1 thA
equipment, feature or service is replaced or Slgnificantly upgradet
or otherwise undergoes major modifications. .

Subsection. reJ authorizes the Attorney General to estabhsh nee
euary regulations and procedures to reimburse carriers.
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Subsection (f) provides that any dispute over costs is to be re­
solved by the FCC or the cOUrt from which an enforcement order
is sought. In the absence of a dispute brought by one of the partIes
to the FCC, it is not the committee's intent for the FCC or any
other agency of the Federal Government to regulate the price of
telecommunications transmission and switching equipment or sup­
port services. The committee regards such regulation as unneces­
sary in a competitive marketplace. Determinations regarding what
constitutes a "reasonable charge" for modifications and features
should be made in the first instance bv manufacturers and their
customers in contractual negotiations 1n accordance with nonnal
and accepted business practices.

SEcno~ 2. AL'1'HORIZATION OF APPROPRlATIO~S

This section authorizes $500 million to be appropriated for 1995
through 1997, which encompass the 3 years after enactment. and
thereafter any additional amounts that may be necessary to carry
out the purposes of the bill, which sums shall be available until ex­
pended.

SECTION 3. EFFECTI'V'E DATE

This section sets the effective date for compliance with the capa­
bility assistance requirements in section 2602 and the Syuems Se­
curity and Integrity requirement in section 2604 as 4 yean after
enactment. All other provisions take effect upon date of enactment.

SECTION 4. REPORTS

The Attorney General is required to report annually to Congress
periodieally for the 6 yean after enactment on the moneys ex­
pended under the bill. In addition, the General Accounting Office
is required to report in 1996 and 1998 on the estimated costs of
compliance with the bill.

SECTION S. CORDLESS TELEPHONES

The Electronic Communications Privacy Act (ECPA>, which
amended the wiretap statute in 1986, exempted from the protection
of the act "the radio portion of a cordless telephone that is trans­
mitted between the cordless telephone handSet and the base unit."
18 U.S.C. 2510 (1) and (12), The bill would delete the exception for
cordless telephones and impose a penalty of up to $500 for inten·
tionally intercepting such communications.

SECTIONS 6 AND 7. RADIO-BASED COMMUNICATIONS

ECPA· does not protect communications that are "readily acces­
sible to the general public." which includes radio communications.
unless they fit into one of five specified categories. These ezce~ted
categories enjoy protection because they usually are not susceptIble
to interception by the general public. .

The bill would add "electronic communication" as a catepry of
radi~ communication cOvered. by the· wire~p statute..'fhi:s wo~d
proVlde protection for all forms of electronIC communl~tlons. In·
cluding data. even when they may be transmitted by radio.
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. The bi,ll also ame~ds the penalty provision to treat communica­
tIons uSing modulation techniques in the same fashion as those
where encryption has been employed to secure communications pn­
vacy. This paragraph refers to spread spectrum radio communica­
tions, which usually involve the transmission of a signal on dif­
ferent frequencies where the receiving station must possess the
necessary algorithm in order to reassemble the signal.

SEcnON 8. TECHNICAL CORRECTION

The wiretap law pennits interception of wire communications by
a wire or electronic service provider in the nonnal course of busi­
ness to render, services or, protect rights or property. ':The bill would
make a techn1C:al correctlon and expand the exceptlon to include
electronic communications.

SECTION 9. CLONE PHONES

This section amends the Counterfeit Access Device law to
criminalize the use of cellular phones that are altered. or "cloned."
to allow free riding on the cellular phone system. Specifically, this
section prohibits the use of an altered telecommunications instru­
ment. or a scanning receiver. hardware or software, to obtain unau­
thorized access to telecommunications services. A scanning receiver
is defined as a device used to intercept illegally wire. oral or elec­
tronic communications. The penalty for violating this new section
is imprisonment for up to 15 years and a tine of the greater of
$50.000 or twice the value obtained by the offense.

SECTION 10. TRANSACTIONAL DATA

Recognizing that transactional records from on-line communica·
tion systems reveal more than telephone toll records or mail covers
subsection {aJ eliminates the use of a subpoena by law enforcemenl
to obtain from a provider of electronic communication services thl
addresses on electronic messages. In order for law enforcement tc
obtain such information. a court order is required.

This section imposes an intennediate standard to protect on-lin4
transactional records. It is a standard higher than a subpoena, bu
not a probable-cause warrant. The intent of raising the standaJ'1
for accesl to transactional data is to guard. against "fishing expedi
tions" by law enforcement. Under the intermediate standard. til
court must fmd. based on law enforcement's showing of facts. tha
there are specific and articulable grounds to believe that th
records are relevant and material to an ongoing criminal investigi
tioD.

Law enforcement could still use a subpoena to obtain the nam4
address. telephone toll billing records. and length of service ~f
subscriber to or customer of such service and the types of se!"V1ct
the subscriber or customer utilized.

Subsection (b) requires govemment agencies installing and usiIl
pen register devices to use. when reasonably avail~le. technol~1
that restricts the information captured by, s~ch deV1ce to the dill
ing or signaling information necessary to~ or process a ca
exCluding any further communication conducted through the use
dialed digits that would otherwise be captured.
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VII. RECt"L~TORY I~PAcT STAT'E~E=-:T

In compliance with paragraph lHb). rule XXV1 of the Standing
Rules of the Senate. the commIttee. after due consideration. con­
cludes that no significant additional regulatory impact or impact on
personal privacy would be incurred in carrying out the prOVISIons
of this legislation.

VIII. Cos,. ES,.IMA.TE

The committee accepts the cost estimate of the Congressional
Budget Office.

The Congressional Budget Office estimate follows:

U.S. CONGRESS.
CONGRESSIONAL Bt:DCE1' OFFlCE.
Wash.ington, DC, September 30, 1994.

Hon. JOSEPH R. BIDEN. Jr.•
Chairman, Committee on the Judiciary,
U.S. Senate, Washington, DC.

DEAR MR. CHAIR.'dAN: The CongTessional Budget Office has pre-­
pared the enclosed cost estimate for S. 2375, a bill to amend title
18, United States Code, to make clear a telecommunications car­
rier's duty to cooperate in the interception of communications for
law enforcement purposes, and for other purposes.

Enactment of S. 2375 would affect clirect spending and receipts.
Therefore. pay-as-you-go procedures would apply to the bill.

If you wish further details on this estimate. we will be pleased
to provide them.

Sincerely,

Enclosure.

CONGRESSIONAL BUDGET OFFICE COST ESTI:.'wlA1'E

1. Bill number: S. 2375.
2. Bill title: A bill to amend title 18. United States Code. to make

clear a telecommunications carrier's duty to cooperate in the inter·
ception of communications for law enforcement purposes. and for
other purposes.

3. Bill status: As ordered reported by the Senate Committee on
the Judiciary on September 28. 1994.

4. Bill purpose: S. 2375 would direct telecommunications carrien
to attain certain technical capabilities to assist law en(orcemenl
agencies with wire and electronic interceptions. pen registen. anc
trap and trace devices. TheRe companies generally would have fOUl
years to comply with the bilrs requirements. Howe~r. tele
communications carriers would not have to meet the reqwrement:
with respect to existing equipment and services unless th~y are re
imbursed by the Federal Government. Additionally, the Attorne:
General may agree to reimburse carriers for o.ther reason~le cost
in complying with the bill. This legislation would authonze apprc
priations totaling $500 million for the f1SC8l years 1995 thraug.

. 1997. plus such sums as are necessary for fisCal yean thereaftel
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This legislation would make several minor changes to the current
laws relating to the telecommunications industry. S. 23i5 also
would establish both civil and criminal penalties for violation of
certain provisions of the bill.

5. Estimated cost to the Federal Government:
'" tlSUf "I". ," ""'"011\ 01 ~II"I
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The costs of this bill fan within budget function 750.
Basis of estimate: The estimate assumes that the Congress will

appropriate the full amounts authorized. The costs of the bill in fis­
eal years 1998 and 1999 are very uncertain because the precise
technical solutions to the bill's requirements are unknown at this
time. Based on information from the Federal Bureau of Investiga­
tion <FBI) and the telecommunications industry, CBO estimates
that these COSti would be roughly S100 million annually. Costs of
this order of magnitude could continue in later years. The outlay
estimates are baSed on information from the FBI regarding imple­
mentation of the new capabilities by tne telecommunications car·
riers.

S. 2375 would im~ae civil and/or criminal fmes for violations of
the bill's provisions. Both criminal and civil fines increases receipts
to the Federal Government. Criminal fmes would be deposited in
the Crime Victims Fund and would be spent in tne following year.
CBO does not upect this additional revenue Dr direct spending to
be si@ificant.

6. P.y·...IOU·go ccmaiderationa: Section 252 of the Balanced
Budpt aDd Emergency Deficit Control Act'of 1985 seta up pay-as­
you·go~ure. for legislation a1fecting direct spenciing Dr re­
ceipts 1998. Enactment of S. 2375 would affect both re­
ceipta and direct spending; however, CBO estimates that any
c:hangea in spending and receipts would be insignificant: The fol­
lowing table summarizes the estimated p.y-as.you-go impact of
this bill.
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7.' Eatimaiecl colt to State and local governments: None.
8. Eatimate comparison: None.
9. Previou CBO estimate: None.
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10. Estimate 'prepared by: ~ark Grabowic%. John Webb. anci ~1e­
lissa Sampson.

11. Estimate approved by: Paul Van de Water, for e.G. ~uckols.
Assistant Director for Budget Analysis.

IX. CHA.."CGES I~ EXlSTI~G U w

In compliance with paragraph 12. rule XXV1 of the Standing
Rules of the Senate. changes in existing law made by the bill as
reported. are shown as follows (existing law proposed to be omitted
is enclosed in black brackets. new matter is printed in italic. eXIst­
ing law in which no change is proposed is shown in roman t:

TITLE 18-UNITED STATES CODE

* • • • • • •

CRIMES AND CRIMINAL PROCEDURE

PART I-eRIMES
Chapter Sec
1. G.Deral provilions ...............•..........•..............•.•..•.•••_••..............•......................

• • • • • • •
419. Win inteJftpCDD and intercel'tioD oC oral communications 251
120. Tclecommunu:alZQIII ea,nw,. a.&I"'~ to 1M GoWl"1tlMnl •.....••••••..•.•..•.... 26C1

• .. • • • • •

§ 1029. Fraud and related activity "in connection with acees
devices

(a) Whoever-
(1) knowingly and with intent to defraud produces, uses. (

traffics in one or more counterfeit access devices:
(2) knowingly and with intent to defraud traffics in or USl

one or more unauthorized access devices during any one-ye:
period. and by such conduct obtains anything of value aggt
gating $1.000 or more during that period;

(S)-lmowingly and with intent to defraud possesses fifteen
more devices which are counterfeit or unauthorized accesa ~
vices; [or]

(4) knowingly, and with intent to defraud, produces, traff:
in. has control or custody of, or possesses device-making equ
ment;

(5) kn.owingly and with intent to d,fraud uses, produces. tr
lies in, has control or custody of, or possesses a telecommu
cations, instrument that has been modifUd or alured to obb
unauthorized use of telecommunications serui«s; or

(6) knowingly and with intent to defraud. uses, produces, tJ
fica in, Juu control or custody of, or poa"sses~

(AJ c scanning receiver; or
rB) hardware or software used for alu;';'"" or modify

telecommunications instruments to obtain untluthonz,d
ceu to teucommunicationa .rvices,
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shall, if the offense affects interstate or foreIgn commerce. (
punished as prauided in. subsecnon. (el af this sectIon.

• • • • • • •
(el The punishment for an offense under subsection (a) or fbI(

of this section is-
(1). • •
(2) a fine of not more than the greater of $50.000 or twi

the value obtained by the otTense or lmpnsonment for not mo
than fifteen years. or both. in the case of an otTense under su
section (( aJ\ 1> or (aX4>] faJ' (1), (4), (5j, or (6) of this sectil
which does not occur after a conviction for another· otTen
under either such subsection. or an attempt to commit an I

fense punishable under this paragraph~ and

• • • • • • •
( e) As used in this section-

(1) the term "access device" means any card. plate. code. :
count number. electronic serial number, mobile identificDtz
number, persoru:z.l identification number, or other telecommu
cations service, equipment, or instrument identifier, or od
means of account access that can be used. alone or in conju
tion with another aCC1!SS device. to obtain money, goods. se
ices, or any other thing of value. or that can be used to initi
a transfer of funds (other than a transfer originated solely
paper instrument);

• • .- • • .. •
(5) the term "traffic" means transfer. or otherwise dispose

to another, or obtain control of with intent to transfer or I

pose of; (and)
(6) the term "device-making equipment" means any eq'

ment. mechanism. or impression designed or primarily used
making an access device or a counterfeit access device(.1; I

(7) the term "scanning receiver" means a deuice or appar£
that can be Clad to intercept a win or electronic communi.ca
in viola.tion of chcpter 119.

• • • • • • •
t 2510. DeflDitioDS

Aa used in this chapter-
(1) "wire communication" meanaany aural transfer mac

whole or in part through the use of facUities for the u
mission of communications by the aid of wire. cable, .or c
like connection between the point of origin and the pomt I:
ception (including the use of such connection in a ~
station) furnished or operated by any persone~ ~
viding or operating such· facilities for the t~~10nof 1
state or foreip communications for commumcat1~ns afI'e
interstate or foreign commerce and such· term Includes
electronic storage of such coDlDlunication(, but such term
not include the radio portion of a cordless telephone COl.'
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nication that is transmitted between the cordless teiepnone
handset and the base unlt 1;

• • • • • • •
(12) "electronic communication" means any transfer of signs.

signals. writing, images, sounds. data. or Intelligence of any
nature transmitted in whole or in pan by a WIre. radio. elec­
tronic. photoele<:tronic or photooptical system that affects inter­
state or foreign commerce. but does not include--

[I Al the radio portion of a cordless telephone commu­
nication that is transmitted between the cordless tele­
phone handset and the base unit;]

[IB)) rAJ any wire or oral communication:
[(c)) rBJ. any communication made through a tone-oniy

paglng deVlce; or
[IDl] reJ any communication from a tracking deV1ce (as

defined in section 3117 of this title l; .

• • • • • • •
( 16) "readily accessible to the general public" means. with re­

spect to a radio communic:uion. that such communication is
not-

(A) scrambled or encrypted:

• • • • • e· •
(D) transmitted over a communication system provided

by 'i common carrier. unless the communication is a tone
only paging system communication: [or]

(E) transmitted on frequencies allocated under part 25.
subpart D. E. or F of part 74. or part 94 of the Rules of
the Federal Communications Commission. unless. in the
case of a communication transmitted on a frequency allo­
cated under part 74 that is not exclusively allocated to
broadcast auxiliary services. the communication is a two­
way voice communication by radio: or

rF) an electronic communication;

• • • • • •
§ 2511. IDterceptioD and diselosure of wire. ora.l. or elee

. tronic communications prohibited
(1) Except as otherwise specifically provided in this chapter an;

person whe>-
(a)· • •

• • .. • • • • • •
(2Xa)(i) It shall not be unlawful under this chapter for an open

tor ofa SWitchboard. or on officer. employee. or agent of a provide
of wire or electronic communication service. whose facilities a.J
[used in the transmission of a wire communication), u-a in tI.
transmission of a win or electronic communication to intercept. cit
close. or use that communication in the normal course of his ell
ployment while engaged in any activity which is a. necessary. inc
dent to the rendition of his service or to the protectIon of the ngh
or p~perty of the provider of that serri~, except that. ~ provi~1
of WIre communication service to the pubhc shall hot utlhze sel'Vl
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observing or random monitoring except for mechanical or sel"Vlce
quality control checks.

• • • • • • •
(4)(a) Except as provided in paragraph (b) of this subsection or

in subsection (5), whoever violates subsection (1) of this section
shall be fined under this title or imprisoned not more than flve
years. or both.

(b) If the offense is a first offense under paragraph (a) of this
subsection and is not for a tortious or illegal purpose or for pur­
poses of direct or indirect commercial advantage or private com­
mercial gain. and the wire or electronic communication with re­
spect to which the offense under paragraph fa) is a radio commu­
nication that is not scrambled (or encrypted. then 1. encrypted. or
transmitted using modulation. techniques -the essentIal parameters
of which haue been withJuld from the public with the rntentlon of
preserving the priuacy of such communication-

fi) if the communication is not the radio portion of a cellular
telephone communication. a cordless telephone communIcatIon
that is transmitted between the cordless telephone handset and
the base unit, a public land mobile radio service communication
or a paging service communication. and the conduct is not that
described in subsection (5), the offender shall be fined under
this title or i.mprisoned not more than one year. or both: and

(ii) if the communication is the radio portion of a cellular
telephone communication. a cordless telephone communicatIon
that is transmitted between the cordless telephone handset and
tM base unit, a public land mobile radio service communication
or a paging service communication. the offender shall be fined
not more than $500.

• • • • • • •

"CHAPTER 12D-TELECOMMUNlCATIONS CARRIER
ASSISTANCE TO THE GOVERNMENT

See.
2601. ~tUtiolU.
26112.~ eapobility requwrrwntl.
2603. Noaea of capaaly f'ftIwnrrwnu.
2'tH. S,..".. Me""ty and inMf"ty.
2105. CooperatJotl of equap.....rat m4Ilufaetunrs and prouickrs of tt~commU1UCatlO1U

.upport sennca.
2601. T~ reqUlnmclW and IUSrat:ilJn:U: ut~n.aIOIl of compiul1scr do.rt.
2607. En(oreetrWru onU,...
2608. Rftmb,,,.numt of t~lftommullu:atioMCa.rnn'I.

"§2601. Defillitio,..
faJ DEFINIT10NS.-In this chapter-

tM terms dafiMd in section 2510 have. respectiuely, the
meanings stau4 in that section.

"call·irUntifying information"- . _ . . _
rAJ means all dialilll or S~lll~' l.nformatl0n ~SS~l­

ated with tM origin. direction, d.eSt1na.tlo~, or termlnatu,"
of each communication ,'Mrated or receluea by the sub·
scriber equipment, facility, or service of a telecommunl'
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cations carrzer that 1S the subject of a coun order or iau:f.J.
authorization: but

rBJ does not include any information that mav disclosl
the physical locarton of the subscriber (except to the e:rten
that the location may be determzned from the teiephon,
number).

"Commission" means the Federal Communlcatlon.~ Commzs
sian.

"got:ernment" means the gouernment of the Cnited States ane
any agency or instrumentality thereof, the DistrIct 0; Columblc
any commonwealth, territory, or possession of the (imtel
States, and any State or political subdiuision thereof authonze,
by law to conduct electronic surueillance.

"information seruices"-
(Ai means the offering of a ~apability for generating. ae

quiring, storing, transforming, processing, retrteutng, wilL;
ing, or making available information uta telecommun
cations; and

(S) includes electronic publishing and messagtng sen
ices; but

rc) does not include any capability for a telecommuTJ
cations carrier's internal management, control, or operaut.
of its telecommunications network.

"telecommunications carriern
-

(AJ means a person or entity engaged in tM transmissi~

or switching of win or electrOnic communications as a COl

man carrier for hire (within the meaning of section 3rh}
the Communications Act of 1934 (47 U.S.C. 153(h))J;

(BJ includes-
(i) a person or entity engaged in prouiding comml

dal mobile seroice (as defined in section 332(dJ of t
Communications Act of 1934 (47 U.S.C. 332rdJJJ; or

rii) a person or entity engaged in prouiding wtre
electronic communication switching or transmissl
service to tM utent that the Commission finds tJ
such service is a replacement for c substanttcl portl
of the local telephoTU! e%Change sen.:ice and that it is
the public interest to deem such a person or enti~
be a telecommunications carrier for purposes of t
chapter; but

(C) does not include persons or entities insofar as t
are engaged in providing information seruices.

"telecommunications support services" means a product. s
ware, or service used by Q telecommunications ramer for the
temel signaling or switching functions of its telecomml
cations network.

12602. ~.uttUl.CecapabilUy requirement.
(a) CAPABILITY REQL7REMENTS.--E%cept as prorJuud in

sections (bj, (c), and I'd) of this section, and subject to .sec
2607(c), a telecommunications carrier shall ensu.re that it$ sen
or facilities that prouide a customer or subscriber with the ab
to originate, terminate, or direct communications. are capable
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(11 e%peditioU3iy isolating and enabling the government to
intercept, to the e%dUS10n of any other communications, all u.'Lre
and electronic communications carried by the carner wLthzn a
service area to or from equipment. facilities. or servLces of a
subscriber of such camer concurrently with theIr transmissIon
to or from the subscriber's service. facility, or equipment or at
such Later time as may be acceptable to the government:

12; expedi.tiously isolati.ng and enabling the government to ac·
cess call·identifying informatLon that is reasonably avaLlable to
the carrier-

(A) before. during, or immediately after the transmLssion
of a wire or electronic communication (or at such later tLme
as may be acceptable to the government;: and

(B) in a manner ·that allows it to be associated with the
communi.cation to whi.ch it pertairtS.

except that, with regard to information acquired solely pursu·
ant to the authority for pen registers and trap and trace devices
(as defined in ~ction 3127), such call.identifying informatton
shall not include any information that may disclose the phys·
icallocation of the subscriber (e%Cept to the extent that the loca­
tion may be rhtermiMd. from the telephone numberJ;

(3) delivering intercepted. communications and call·identify­
ing info17l'U1tion to tM gouemment in a format such that th~
may be tra1l3mitted by l'Mana of facilities or services procured
by the govemmltnt to a location other than the premises of the
carrier; and

(4) facilitating authoriud. communications interceptions and.
access to call-identifying inforrtlQ,tiDn unobtT'tUSively and with a
minimum of intcrfere~ with any .subscriber's telecommuni·
cations service and in a manner that protects-

(AJ tM privacy and security of communicatioM and caU·
identifying information not authonz.ed to be intercepted.;
and

(8) information rega.rding the gouernrn.ent', interception
of communiaJtioru and acce" to call.ichntifying informa­
tion.

(b) LDurAT10NS.-
(1) DESIGN 0' FEAT'U.RES AND SYSTEMS CONFlGURATlONS.­

Thia ch4pter doe. not authorize any law enforce1Mnt agency or
officer-

(AJ to requ.ire any specific c:U.ign of feature. or system
configurationa to be adopud by prouilUrs of wire or el«·
tronie communication ..rvice, manufacturers of te~

. communiaztiolU equipment, or provwrs of teleeommuni·
cation.a support scruica; or

fBJ to prohibit the adoption of any (eat'fl" or ~M1i« ",
prouuu,.. of win or el«tror&ic commun&cctzon .rv~, I'J'UIA.
u:fa,ctunn of ,.lM:ommlUlictJtions ~ui.prncn.t, or prouiders ~
tcl«ommunicatiDu .upport .rvice•.

(2) IN1'OIUIATlON SEItVlca; PIllVATE NJ:TWOBX3 ~ INTD
CONNECTION SDVlCES AND FAC1LlT1ES•..:-TM requIrements 0

subacctio~ (a) do not apply to-
(AJ information Nn1i1:a; or
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(BJ sen.:ices or lacilities that Su.Dport the tranSDort or
switching of communlcations for prli:ate netu:orks or for the
sole purpose of mterconnectzn.g telecommurucatzons car·
rlers.

(3) ENCR}·PTION.-A telecommunications carrier shall not be
responsible for decrypting, or ensuring the gouernment's abiLay'
to decrypt, any communIcation encrypted by a subscrzber or cus·
tomer. unless the encr:-'ption was proulded by the carner and
the carrl~r possesses the znformatl.on necessary to decrypt the
communl.catlon.

~CJ E.'dERGENCY OR EXJGE_y'T CIRCt"MSTANCES.-In emergency or
e%zgent czrcumstances rmciudmg those descnbed in sectzons 2518 (7/
or rJl;(bJ and 3125 of this title and section 1805(el of tttle so;. a
carrier at its discretion may fulfill its responsibilities u.nder sub·
section (a;{3) by allowing monitoring at its premises if that 15 the
only means of accomplishing the interception or access.

fdJ .\40BlLE SERVICE AsSISTANCE REQt-IREME.'ITS.-A tele­
communicatIons carrier offering a feature or sen'ice that allows su.b­
scribers to redirect. hand off, or assign their wire or electronic com·
munications to another service area or another service provider or
to utilize facilitus in anotfu!r service area or of another service pro­
vider shall ensure that, when tM carrier that had been providing
assistance for the interception of wire or electronic communications
or access to call-identifying information pursuant to a court order
or lawful authorization no lOTlfe.r has access to the content of su.ch
communications or call-ickntifYing information within the serolce
area in which interception has been occurring as a result of the sub­
scriber's use of such a feature or service, information is made avail­
able to the government (before, during, or immediately after the
transfer of such communications) identifying the provider of wire or
electronic communication service that has acquired access to the
communications.

§J6D3. Notice. ofcapacity requirenvnt.
(a) NOTICES OF MAXIMUM AND ACTUAL CAPACITY REQUIRE­

MENTS.-
(IJ IN GENERAL.--tVot later than 1 year after the date of en­

actment of this chapter, after consulting with State and local
l4~ enforcement agencies, telecommunications carriers, provid­
ers of telecommuni.cations support services, and manufactureT"$
of telecommunications equi.pment and after notice and com­
mant, the Attorney General shall publish in the Federal Reg­
ister and provide to appropriate telecommunications carrier as­
sociations, standard-setting organizations. and for a-

rAJ notice of the mazimum capacity required to accommo­
date all of tM communication intercepti01Ul, pen registers,
and trap and trace devices that tM Attorney General estI­
mates that government agencies authorized tt? conduct elec·
tronic surveillance may conduct and. use sunultaneously;
and. .

(B) notice'of the number of communication interceptions,
pen registers, and. trap and trace' devices; rrpresenting ,
portion of the· maximum ca~city set forth uni'Ur subpara
graph (AJ, that th.e Attorney General estimates that govern
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ment agencies authorized to conduct electronic surt:ezllance
may conduct and use simultaneously after the date that IS

4 years after the date of enactment of this chapter.
(2) BASIS OF .'I0TICES.-The notices issued under paragraph

(1) may be based upon the type of equipment. type of serr.:r.ce.
number of subscribers. geographic location. or other measure.

fbJ COMPUAlvCE WITH CAPACITY NOTICES.-
flJ INITIAL CAPAcrrr.-Within J years after the publication by

the .~ttorney General of a notice of capacIty requLrements or
Wl.t~tn 4 y'ears after the date of. enactment of this chapter.
whzcheuer lS longer, a teiecommunlcations carrr.er shall ensure
that its systems are capable of- .

(AJ ezpanding to the maximum capacity set forth in the
notice untUr subsection (a){1HAJ; and

(BJ accommodating simultaneously the number of inter­
ceptions, pen registers, and trap and trace det:ices set forth
in the notice subsection (I)(B).

(2) EXPANSION TO MAXIMUM CAPACITY.-After the date de­
scribed in paragraph (1), a telecommunications carner shall en­
sure that it can accommodate upeditiou.sly any increase in the
number of communication interceptions, pen registers, and trap
and trace device, that authorized agencie, may seeic to conduct
and u.se, up to the maximum capacity requirement set forth in
the notice untkr subsection (a)(l)(AJ.

(c) NOTICES OF INCREASED MAXIMUM CAPACITY REQttlRE.\{E~7S.-
(1) The Attorney General shell periodically provide to tele­

communications ct:U'rUrs written notice of any necessary in­
crease, in the mt1%imum capacity requirement set forth in the
notice untUr subsection (aj(l)(AJ.

(2) Within 3 years after reCltiving written notice of increased
capacity requirements under paragraph (1), or within such
longer time period a, the Attorney GeMral may specify, a tele­
commun.ications carrier shall ensure that its systems are capa·
ble of upanding to the increased maximum capacity set forth
in the notice.

§!604. S,.tem. aecurity and illtegrUy
A telecommunications ca"";"r sJuUl eMIln that any court ordered.

or 14wfulli authorized interception of communications or access to
call·it:Untifying information effected within its switching premises
can be activated only with the affirmative intervention of an indi­
vidual o~r or employee of the carrier.

1!6O&. Cooperatioll of equipment mGIIufaeturen and prooid.
. en of t.lM:Ommu.llieatio,.. aupport ae",~a

(a) CONSULTA'nON.-A telecommunications carrier shall consult.
aa nef:eStu11'Y, in a timely fa.hion. with manufacturers of i~s teltt­
communications transmission and. ,witching equipment and. Its pro­
viders of telccommwUcationa support service' for the purpose of
iMnq!Yi1l6 any service 0" eq~"..n.t, including hartlw,are and..soft­
wan, tluJt may nquire mOdification so ca to permit complulIlt:e
with thia cMpter.· .

(b) MODlFtCA.T10N 0' EQUIPMENT AND SDVlC£S.-Su·bject to sec­
tion. 2601(c), a manufactunr of telltcommunications transmission 01
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switching equipment and a prOtJider of.telecommunzcauons suoport
servIces shail, on. a reasonably timely basts and at a reason.able
charge, make avazlable to the telecommunications carriers uszng zts
eqUIpment or sen,,'zces such modificatIons as are necessary to permzt
such carriers to comply with this chapter.

§2606. Technical requirement. and standards; ertension of
compliance date

(aJ SAFE HARBOR.-
(IJ CONSC/LTATION.-To ensure the efficient and industrY·

wide implementation of the assistance capability requzremen'ts
under section 2602, the Attorney General. in coordination u:zth
other Federal, State. and local law enforcement agencIes. shall
consult with appropriate associations and standard·seuzng or·
ganizations of the telecommunications industry and with rep·
resentatitJes of users of telecommunications services and faczli.
ttes. .

(2) COMPLIAVCE c.::VDER ACCEPTED STA..'fDARDS.-A tele·
communications carrier shall be found to be in compliance wtth
the assistance capability requirements under section 2602. and
a manufacturer of telecommunications transmission or switch·
ing equipment or a protJichr of telecommunications support
services shall be found. to be in compliance with section 2605.
if the carrier, manufacturer, or support service prouichr is in
compliance with publicly available techni.cal requirements or
standards are adopted by an industry association or standard­
_tti.ng organization or by the Commission under subsection I bJ
to meet the requirements of Hction 2602.

(3) ABSENCE OF STANDARDS.-The absence of technical re­
quirements or standards for implementing the assistance capa­
bility requirements of section 2602 shall not-

(AJ preclude a camer, manufacturer, or services protJider
from deploying a technology or service; or

(B) relutJe a carrier, manufacturer, or service protJider of
the obligations imposed by section 2602 or 2605. as appli­
cable.

(b) FCC AUTHOR1TY.-
(1) IN GENERAL.-If industry associations or standard-setting

organizations fail to issue technical requirements or standards
or if a gotJemment agency or any other person believes that such
requirements or standards are deficient. the agency or person
may petition the Commission to establish, by notice and com­
ment rukmaking or such other procftdings as the Commission
may be authorized to conduct, technical requirements or stand­
ards that-

rA) meet the assistance capability requirements of section
2602;

(B) protect the privacy and. _curity of communications
not authorized to be intercepted; and

re) seroe the policy of the United St~tes to encou~e the
prouision of new technolops and servIces to t~ publlc. .

(2) TRANsmON' PEJUOD.-If an industry technICal nquln·
ment or standard is set aside or supplanted as a result of Com·
mission action under this section, the Commission, after con·
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suJ.tation with the Attorney General. shall establish a reason.
able time and conditions for compliance with and the transmon
to any MW standard, including defining the obligations of tele­
communications ca'r'rUrs under section 2602 durmg any tranSI­
tion period.

(c) EXTENSION OF COMPUA1";CE DATE FOR FEATr:R£S AND SERVo
lCES.-

r1) PETITION.-A telecommunications carrier proposing to de­
ploy, or harJing deployed. a feature or serVlce wcthin 4 vears
after the date of enactment of this chapter may petuzon. the
Commission for 1 or more extensions of the deadline for complv.
ing with the assistance capability requirements under secnan
2602.

(2) GROUND FOR EXTENSrON.-The Commission may,. after af­
fording a full opportunity for hearing and after consultatLOn
with the Attorney GeneraJ.. grant an eztension under this para·
graph, if the Commission determines that compliance with the
assistance capability requirements under section 2602 is not
reasonably achievable through application of technology avail­
able within the compliance period.

(3) LENGTH OF EX.'TENSION.--An extension under this para·
graph shall mend. for no longer thGn the earlier of-

rAJ the dau determined by the Commission as necessary
for the carriltr to compLy with tlu! assistance capability re·
quirement& uru:lRr section 2602; or

rB) the date that is 2 years after the date on u.'hich the
mension is granted.

(4) APPUCABIL1TY OF EXTENSION.-An extension under this
subsection shall apply to only that part of the carrier's business
on which the new feature or sen/ice is used.

§2607. EII(ore~nwlltorde,..
(a) ENFORCEMENT BY COURT ISSUING SURV£IU.,ANCE ORDER.-If

a court authorizing an int~rc~ption under chapter 119, a State stat­
ute, or tM Foreign Intelligence Surveillance Act of 1978 (50 U.S.C.
1801 et seq.) or authorizing ua of a pen register or a trap and trace
device under cho.pt~r 206 or a Stat~ statute finds that a tele­
communicationa carriJlr h4s failed to comply with the requirements
in thu chtJpter, tM court may direct that the carrier comply forth·
with and may direct that a provider of support services to the car·
rWr or tlu manufacturer of the carrier's transmission or switching
equipment furnish forthwith modifications necessary for the carrier
to comply.

(b) ENFORCEMENT UPON APPUCATION BY ArrORNEY GENERAL­
Th~ Attorney GeMral may apply to the appropriate. United States
district court for, and the United States district courts shall haue
jurisdiction to issue, an order directing that a telecommu~i~ations
ca~r, a manufacturer of telecommunication& trarumlSSlon or
switching equipment, or a provider of telecommunications support
"",ices comply with. this chllpter.

(C) GROUNDS FOR ISSUANCE.-A court shall issue an order under
subsection (aJ or fbJ only if the court find.s t~-:-. . ..
. (1) alternative technologies or capabllltr.cs or the facilltles of

another carrier are not reasonably available to law·enforcement



for implementing the interception of commUnLCatlons or acC(
to call.identi;Ying In;ormatlon: .and

(2) compliance wi.th the requi.rements of this chapter LS rE

sonably achieuable through the applicatIon of arlen/able tee
nology to the ;eature or servIce at issue or would have oeen r(
sonably achieuable if timely action had been taken.

rdJ TIME FOR COMPLlANCE.-Upon issuance of an enforcemc
order under this section, the court shall specify a reasonable tv
and conditions for complying WIth its order. consIdertng the go
faith efforts to comply in a timely manner. any effect on the c£
rier's, manufacturer's, or service prouider's ability to continue to
business, the degree of culpability or delay tn undertakmg efforts
comply, and such other matters as justice may require.

re) L/MITATION.-An order under this sectzon may not requzn
telecommunications carrier to meet the gouernment's demand
interception of communications and acquIsitlon 01 call·identlfy'
information to any extent in excess of the capaCIty for which nor
has been prouided uncUr section 2603.

rf) CIVIL PENALTY.-
(1) IN GENERAL.-A court issuing an order under this sect

against a telecommunications carrier, a manufacturer of t
communicatioM transmission or switching equipment. or a f.
uider of telecommunicatio1U support seruices may impose a c
~niJlty of up to $10,000 per day for each day in violation a
the issuance of the orchr or after such futurt date as the cc
may specify.

(2) CONSIDERATIONS.-In. cUtermining whether to impm
liM and in. determining its amount, the court shall take into
count-

(AJ the nature, circumstances, and extent of the uiolat
rB) the uiolator's ability to pay, the ulolator's good f

efforts to comply in a timely manner, any effect on the
lator's ability to continue to do business, the degree of
pability, an.d the length of any delay in undertaking en
to comply; and.

(C) such other matters as justice may rtquire.
(3) CML ACTION.-'rM Attorney General may file a ciL-i;

tion in the appropriate United States district co~rt. to. ~j
and the United States district courts shall have Jwud.i.t:tu
impose, such fines.

§1608. Paymllnt ofcoata of tekcommunicatioru carriers
(a) EQUIPMENT, FEATURES, AND SU"·ICES DEPLOYED BE

DATE OF ENACTMENT; CAPACITY COSTS.-The Attorney ~j
sh.all, subject to the auaiJ.ability· of appro~riationa,par teleco~rJ
cations carriers for all reasonable costs d17oectly' assoc~ted with·
. (1) t~ modifications perfo"':led by carne~ p.nor to tM

nve date of section 2602 or pnor to til. e%p&"!1tlOn ~f any t
sion granted uttti.er section 2~c) to establISh, with reap
equipment, features, and "",&eeS d.ep'l~d ~fon tM date I

a.ctment of this chapter, tM capab&lltJ.es necessary to a
with section 2602; '.

(2) meeting the mazimum capacity requ&nments set (0'
tM notice under section 2603(0.)(l)(AJ; and
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(3) expanding existing facilities to accommodate sImulta­
neously the number of interceptions, pen registers and trap and
trace devices for which notice has been proulded under sectIon
2603(al1XB),

fb) EQUIPMENT, FEATURES. AND SERVICES DEPLOYED ON OR
AFI'ER DATE OF ENACTMENT.-

(1) IN GENER.AL.-If compliance with the assistance capability
requirements of section 2602 is not reasonably achievable wah
respect to equipment, features. or services deployed o.n or a;ter
the date of enactment of this chapter. the Attorney General. on
applicati~n ,!f a teleco.mmunications carner, may pay the tele­
communications carner reasonable costs directly associated
with achieving compliance.

(2) CONSIDERATION.-In determining whether compliance
with the assistance capability requirements of section 2602 LS

reasonably achievable with respect to any equipment, {eatu,.,!, or
seruice deployed after the date of enactment of this chapur, con­
sideration shall be given to the time when the equipment. fea·
tU". or service was deployed.

(CJ ALLoCATION OF FUNDS FOR PAYMENT.-The Attorney General
shall allocate funds appropriated to carry out this chapter in ac·
cordance with law enforcement prioritus determined by the Attorney
GeneraL

(d.) FAILURE To MAKE PAYMENT WITH REsPECT TO EQUIPMENT,
FUTURES, AND SOVICES DEPLOYED BEFORE DATE OF ENAct-
MEN7'.-

(1) CONSIDERED TO BE IN COJIPLIANCE.-Unlas the Attorney
GeMral hC$ agreed to pcy the ulec:ommunicationa carrier for
all ret:JSDMbk coat. directly~ with modifications Me·
euary to bring the equipment, feamn, or service into actual
compliance with those requirements, prouided the caT'7Vr has
requated payment in aa:ord4n.t:tt with procedures promulgated
pUTSUlJ.1U to subMCtion (e), any equipment, feature, or service of
a telccommunicctiotu carrier clttpl.oycd before the date of enact·
ment of thia ch4ptcr sh4ll be c:onaidemi to be in compli4nce
with the czagtGnce capGbility requinmenu of section 2602 until
tM eql!.ipIMnt, .fea.ture, or service is replcced or significantly
up..,.ad14 or otharwiac un.cierroe. mGjor inociification..

(2) LlJIrrATlON ON O.RDD.---An ordu uru:J.er section 2607
,htJll not·~uint a taccomnwni.cationa ct%1"7Vr to modify, for the
purpoec of, complying with the aaistance capability require­
1M,," of section 2602, any equipment, feature, or service de­
plqyed, before the d.au of enACtment of tkia ciulptcr unLess the
AltDrMy Gen,eral hu agrftd to pay the telccomm~tiona.car­
ricrfor all I"ftUOncblc coata dii'eetly caocicted with ~,,~­
tiona naeeuary to bri,.. tM equipment, feature, or servia! &nto
actw:Jl compliGnce with tlao. require1Mnu.

(e) P'ltOt2DUUS AND RBGVl.A'l7ONs.-NotUJithstand.in6 any othlr
llJIu, tM AttorMy GeMl"Gl .h.all, after r&Dtice and. comment, at4~lisJ&
emy p1'OC«lura GM~,.. damMl~~ effet:tu4t:e time­
ly cind. COIIt-ef1ic;'nt PGytMnt to telecommlUUaltiOna ctllTWn for
compcn.l4bz. coau in.cUnetl UIIIlu th.ia ch;4Ptcr, under. chGptcn 119
cuu:l 121, aIItl undu the Foreign lnuUl6ence SU1"Z1C~ Act of
1978 (SO U.s:C. 1801 et Nq.).
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ff) DrsptTE RESOLLTION.-If there is a disp:.tte betu:een the AUt:
ney General and a telecommunications camer regarding t
amount of reasonable costs to be pOlO. under subsection (a). the d,
pute shall be resolued and the amount determtn.ed in a proceecii,
initiated at the Commission or by the court from which an enforc
ment order is sought under section 2607.

• • • • • • •
§ 2'703. Requirements for governmental access

(a)· • •

• • e • e • •
(c) RECORDS CONCERNING ELECTRONIC COMMtTNICATIOS SER\1

OR REMOTE COMPUTING SERV1CE.~DCA) Except as provided
subparagraph (B). a provider of electronic communication service
remote computing service may disclose a record or other inforn
tion penaining to a subscn"ber to or customer of such service t I

including the contents of communications covered by subsection
or (b) of this section) to any person other than a governmentall
tity.

(B) A provider of electronic communication service or rem
computing service shall disclose a record or other information ~
taining to a subscriber to or customer or such service (not includ
the contents of communications covered by subsection Ca) or (b'
this section) to a governmental entity only when the govemmer
entity-

[(i) uses an administrative supoena authorized by a Fedt
or State statute, or a Federal or State grand jury or trail s
poena:) .

[(in) (i) obtains a warrant issued under the Federal Rt
of Criminal Procedure or eqUivalent State warrant:

[HiD] (ii) obtains a court order for such disclosure UrJ
subsection (d) of this section; or

[(iv)] (iii) has the consent of the subscriber or custome
such disclosure.

rCJ A provitUr of electronic communication Hroice or remote c
pun"" service shall disclose to a gouemmental entity tM name,
clrea, t,uphoM toll billing ret:OJ"th, and length of seroU:c of a ;
scriber· to or customer of such service and the ty~. of "",iea
subacriber or customer utilized, when tM gouernTMntal entity
an atlministratiue subpoena authorized by a Federal or Stete '
ute or a Federal or State grand jury or trial subpoena or any m
auaU4ble uru:Ur subparagraph (B).

• .. .~ .- e e· •
(d) REQtmlEMENTS FOR COURT ORDER.-(A court order for di

sure under subsection (b) or (c) of this section may be isaueci b,
court that is a court of compet~nt jurisdiction set forth in se
3126<2XA) of this title and sball isaue only if the sovenunen~
tity shows that there is reuon to believe the contents o~ a WI
electronic communication or the records or other IDlon
sought. are relevant to a ~lelitimate la~ .enforcement inqui~
court orthr for disclosure un.t:Ur subactton .fb). or. (cl may be. ~
by any court that is a court of -competent JunsdlCtlon ducnb
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section 3126(2){AJ and shall issue only if the govemmental entIty of
fers specific and articulable facts showing that there are reasoriablj
grounds to believe that the contents of a wire or electronic commu
nication, or the records or other information sought, are releuan
and material to an ongoing criminal investigation. In the case 0

a State governmental authority, such a court order shall not issul
if prohibited by the law of such State. A court issuing an order pur
suant to this section, on a motion made promptly by the semel
provider, may quash or modify such order. if the information 0
records requested are unusually voluminous in nature or compti
ance with such order otherwise would cause an undue burden OJ
such provider.

• • • • • • •
§ 3121. General prohibition on pen register and trap ant

trace device use; exception
(a)· • •

• • • • • • •
(Cl UMITATION.-A government agency authorized to install an

use a pen register uncUr this chapter or under State law. shall w
technology reaso1UJbly available to it that restricts the recording c
decoding of electronic: or other impulses to the dialing and. signa
li1l8 information utiliad in call processing.

[(e>] (d) PENALTY.-Whoever knowingly violates subsection I

shall be fined under this title or imprisoned not more than Ol

year. or both

• • •

o
• • •
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TELECOMML~CATIO~S CARRIER ASSISTA.\lCE TO THE
GOVER.'TMEm

OcroBER 4. 1994.-Qrciereci to be pnnted

~r. BROOKS. from the Committee on the Judiciary, submitted ~:-'e

following

REPORT
together with

ADDITIONAL VlEWS

[To accoml'any K.R.. 49221

[1ncludinr east estimate oC the Col1p'ftsiana1 Budget ameli

The Committee on the Judiciary, to .whom was referred the bill
I H.R. 4922) to amend title 18, United SUites Code. to make clear
a telecommunications carrier's duty to cooperate in the interceptlon
of communications for law enforcement purposes. and for other
purposes, having considered the same, report favorably thereon
with an amendment and recommend that the bill as amended do
pass.

The amendment is as follows:
Strike out all after the enacting clause and insert in lieu thereof

the following:
sa:TIDN I. INna:EPnON or OICrTAI.. AND C7I1IER COMMl."N1CAnONs.

(a) IN G£NERAL.-Pan I of title 18. United S~t.eS Cadet LS amended by Lnsertll\l
aAer chapter 119 the CalloW'SIII new chapter:

-cBAPTEJl120-TELECOMMtJNICATIONS CARRIER ASSISTA:-'CE TO
no: GOVEJlNMENT

~ .
"'1IOt. o.ftaa...-a.
"'lllO2. " ...... a,.Dlh" PMtUa lIftLL
"'lt03. s~ .. allllD" ,..,.a &I.

~. 5,..... ..."" IoIU& 1ft...,,".
"'lIOI. C~lIOft" ""a, , uf.au.... UMl ,ftIM4iIIft .. ~.UI"caUOll.1U'1IDft .,."en.
"'2801. T"a-1 rwqUI W a&D4aJU:._...,.,........

9t-OOI
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-:to'I'. tnlOf'l:lll8et1& 0PlS...
-:ec& f"Q'Ia.& r:ti~ 01 WI..,..yalc:auaa..~_ '" ClDlDIIl,"'ua c:a..wt,. ,.qwl'l"llleca.

.., :101. DeftDitlou
"(a) OEFtNmONs.-ln thi5 chapter-

"the terms defu:1ed in sec~on 2510 have. respectively, the zne&n1nrs statoed 10

that MC'Con.
·'call·identiiyinc information'-

..(Al means dialing or sll'Da1inI.information thatid.ntities the onem. cli·
rection. desunauon. or temun&uon of eac.h coaunurucauon generated or re­
C.1ved by the subscnber eqwprnent. faciJjty, or semee of a teiecoaunuru·
caeona camer that 11 the subject of. court order or lawfUl authoruauOQ;
but

MrB) does not include any information that may ciiscloM the phYS1Ca11oca­
tion of the subscnber t acepc to the extent that the loc:auon may be deter.
mined from the telephone number t.

"'CoDUZUSs10n' m'aDa the Federal COtnmumcatiOQl COamuJS10n.
• 'pvemment' me&AI the lovernm.at 0{ the UnitMi States and any agency or

instnmleauty thereo{. the DiI1:nn of Colw:rabia. any commonwealth. temtory.
or poueuioa 0{ the United Stain. aDA any State or poUQW subdiVU10Q theM!Of
authonzed by law to coaduet elec:a'OJUc surveillance.

.. 'informauoa Mrvlca'- I
'"(A) meaDS the o«eriac of a capbiJitJ: ~or "aeratinl. acquiria.g. s.tonng.

tl'ans{onmq. pl'DClSllJ1l. retnl"'DIo Unl1Z1"I. or ma.lUnc ava1l1bl. antonna·
tion Y\& celecommwucauona: aDei

"IB) includes elecavmc publiabinl &Dei elecuaDic mesaqiDl lel"Y\ces: but
"IC} does not inciud. any capability for a taiecommwucauons camer's in­

temal maupment" contl'Ol. or operatioD oC ita t.elecommWl.lcauons net­
work.

• 'telecommunicationa support services' means a product. softwan. or MI"Y\CI
UIICl by a telecommunications carner for the mtenW sll'D&llnl or sW\tclunc
fwJcUons o{ ita telecammu.n.ic&tioaa DltwarL

.. 'telecommunicatioDa carner'-
'"fA) meaDS a -penGD or eauty enppd in the traDSmission or switching

of win or electronic communications u a commoa carner for tun ,wuiun
the m••ni"1 of MC'tiOD 3<h) o{ the Commww:atiODl Act of 1934 '.7 US.C.
lS3(h)));

'"(9) inclwi.
'"( i) a penoD or eDtity eappci in prvvidinl commercial mobile semce

(u defiDecl in MC'tion 332(cl) o{ the CommUDicatioDS Act oC 1934 '41
U.S.C. 332fc!))); or

'"(Ii> a perIOD 01' eatity eDppd in pn7Yidiq wire or eleeuoDic com­
ID1S.Dication IWitebiDc or tnD"DiyiOD MI'Yice to the estaat that the
Commiuion fiDda that NCh IU'¥ice La a repiacemeat for a 1ubauDua1
poraOD of ttw ioca1 toe_bo.. arb.... ..-vice and that It iI in the ~ub­
lie iDlmWt 10 deem suCh a penDD or eDDty 10 be a telecommWUcaUODI
curiel' for JNI"PCMIM of thia cbapw: but .

"fe) .. DClit iDc1ucle penDU or eDati. iDaOf'ar u they an eappcl in
proridiDc iDlormatloD ..men.

..,--.~.,.capabWty require.ea*-
"fa)~~~. -Enept as p~decl ill SUbMctiODl (.b). (c). aDd

<ell oC this MCDOa aDd lMIC'I:ioDa 260'7(c) ADd 2801(el). a ta1ecommumcaQOllll carner
sbaIl ellllUft that ita NI"'I'i... or facilities that prD¥ide a cuno=- or subIcribeI' With
tU ability to~&e. t-=iDa&e. or dinct. comm\loDieationa an capable of-

"f 1) a:peQitiaual, --tiDe azul eubliDa Uw p"rIUIleat to inYrce~ to the
aduaiaD oC u, ocher COIDmumC&aoDl. an win aDd electronic COZIUD~aoDl
carried by the cam.. withiD • MI'¥ICI ..... to or hID eqUiplDtDt. faci1ia-. or
..m. Of a subecriber of INCh cam.. COIICUft'Iad., with. their tl"anUD'WOD to
or fraaa the lNbIcriblrl Mr'¥ic:e. Jacility. or equip1lWlt or at such la1M' tune u
may be ~table to the ~mment: '. ..

·(2) ...utioualy iIoIatlDl aDCleD&bllDI the IOftl'lUDeat to a=-- call-ideDtl-
fyi.Dc iDformatioD that is nuonably available \0 eM carner- . .

'"(A) before. duriDl. or immectiat.al)'·aa. the aw"'miapon of a WIft or
electraDic commUDic:atloD tor at Iud1lawr time as may be at:ee1'table co the
lV":':'1JMnt):&lid"." .,

'"lSI ill a menner that a110wI it to be ~ted W\th the l:Q1IUIlUJ:IKSaoD
to which it penama.
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exeept that. W'lth regard to lntonnanon ac:~w.red solely punuant ta t.."le :l~t."'or.
lty for pen ret\sters and tra;! and trace aeY\ces \as aefined In SKtlOn 112':'
such c:all-Idenu(yi.ng Informauc:n shall not Include any InionnatJon t.''lat ~av
discloH the phySIcal lccauon or the sUDscnber lexce;!t to the extent that t:'\e 10­
caClon may be aetermlr:.fl from tne teiepnone numDer':

"(3) dellvenne mtereepteci ccmmunlcauons and cali·idenu(yi.ng Informauon to
th~ government In a format such that they may be transmuted by means oi fa.
ciliaes or semces pl"OC'U.r'ed oy the government to a locauon other than tne
premlses of the camer: and

-r 41 facilitaunr authonzed commurucauons Intereeptlons and access :.0 call·
leientlTng Infonnauon unobtNslvely and ....lth a mlrumum of lnterierence Wlttl
any $uDscnber's telecommurucauons 5ef"Y\ce and In a manner that prote<:u--

"r AJ the pnvacy and secunty of commuruc:auons and ca.il·~cient1~ng In·
(onnauon not authonze<i to be Intereepted.: and

"1 B) In!onnauon reranilng the governments lntereepuon of commun.lca­
ClOns and access to c:all-idenu!ying lnformauon.

~(bl Ll.\UTAnONS.-
'"llJ OESleN OF n:A.n:us ""'"'D SYSTEMS cor-"F1et."'RI.noss.-This crapter does

not authonze any law enforeement agency or officer-
Ml AJ to reqw..re any speafic deSign of feaNres or system configurauons to

be adopted by pl'OY\ders of W1re or elecU"Oruc communlcauon S4!rvtce. manu­
factUrers of telecommumcauons eqwpment. or proVlders of telecommuru·
caeons support MrYlCes: or

.., B) to protubit the adopuon of any feature or 5ervtce by providers of Wlre
or electrOlUc commurucauon 5erYlce. manufae:t'U.rers of telecommurucauons
eqwpmeat. or proY\ders of telecommwucaaons support serYlces.

-r2) l~ToRMAnON SEJlV1CES: P1U\'ATE srrNORXS AND ~-n:1tCOS~~C'TtON SERVo
ICES ,,-'"'D rACll.mU.-The reqwremeats of subsecuon tal do not apply to-

M( A) informauon semces: or
"I Bl M",Ces or facilities that support the transport or sw;tching of com­

mumcations for pnvace netwOrks or for the soie PW"pOM of incerconnecung
celecommunications earners.

"(3) ENCJtYPTtON.-A telecommunications carrier shall not be rnponslble for
d8C!'Yl'ung. or enlUnn, the government', ability to decrypt. any commurucauon
eacrypted by a subscnber or c:u.st.omer. unless the encrypaon wu p!"OV\ded b~
the camel' and the camel' poun... the informatioa necessary to dect"Yllt the
cammumcanon.

"'fC:1 EM'EBQENCY OR ExJ:eorr ClKCt.'MSTANCES.-{n emergency or elQgent elr·
c:u.mstances Iincluding thole deICribeci in S8CUOns 2518 (7) or I 11 Mb) and 3125 of thlS
uue and Heuan 180S{e, of tiU. 50). a carner at lts ciiscreuon may comply Wlth suk).
sectloa taJl3) by allowinr momtonn, at Its preauses If that IS the only means of ac­
ccnnplishinc the incercepuoa or acc:eu.

M( d) M08a:£ S::RV1CE ASS1S1'ANCE REQ~WENTS.-A telecommurucauons carner
offenn, a fea~ or Ml"Ylce that allo... lublcnben to red.inct. hand ott. or asSign
their WU'I or electramc communicauons to another HrYlce area or another sef"Y\ce
pnmder or to ualize fac:illti. in another MI"Yl4:e area or of another M",ce proVIder
shall ensun that. when the carrier that had been providinl. Ul1Stance for the tnter­
eepaon of win or ellCa"Onic commumcatioal or accesa to call-identifyiar 1nform.nOIl
punuaDt 1O a court order or lawful aUUtonz&uon no loneer has aCC1!Sl to the conteDt
oC sv.ch cammumcatiOni or call·identify'inc in1'ormationw;thin the Hl"Ylce area 1n
which iD~n:eptioD has been occu.mng as a result of the 5ubscnber's UN of such a'.turIt Dr service. informauoft II made aval1able to the government tbefore. dunne.
or imzD.aiataly wr the trallSfer of such commuruc:auons) ldenumnc the pnmder
of win or electrDlUc eommwucauon 5eI"Y\CI that has acqwn<i access to the commu­
nicaUoDS.
0112101. Noti.. of capacity require••au

'"fa) Nc:mCES or MAmrt1M A.~D Acn1A1. CAPACm REQ1JtREMEN1"S.-
..( 1) IN eD-"EaAJ.._'Iot la~r thaD 1 yeU' after the dace of enaean.llt of this

cha"tar. after consultinc WlUt Stace and local law enforcement agenan. tel..
cammunicauoDl camen. pl'OV\den of celecomJDwucauons IU".,ort Ml'Y1ceS. and
manufactUren of tI1ec:ammumcauons equi"ment. and after nouce and comment.
the Aaarney General shall publish in the Fecieral Recuter and prDYld. to ap­
propnace Wecornmunicauons IndusU'1 auaaataollS and staJldard~..tW1l orca­
ruzaUOftS-

"fA) notice of the maximum capacity required to accommodace all of the
communicauon incercepuons. peft rellStan. aDd trap ana traee deY\ces that
the Aaamey General emm&tn that scwemment agenaes authonzed. to



conduct electrOlUcsurvel1lanee =.ay conduct and \lie sunWtaneousl after
th!r date that 15 " yean an.er. t."'1e ciate of eDae:tmeQt of tZus chapJr-. and
. B) notlce of the actUal numDer of ccmmuClcaaOQ Inten:e~coM. pen reg'
lsten. and trap a.nd trace deV1ces. represencnc • POraoQ of the In&XlZ:num
tapaety set forth under subparagnph IAl, that the Attorney General "u.
mates that government agenCll!S authonzed to conduct eil!'CU'Oruc surveil.
lance may conduct and use Ilmwtaneously after the date tnat 15 4 v.ars
after the date of enactment of th.ts chapter. .

., 21 BASIS OF sonCES.-The nouces ISSUed under paragraph' 1-
-, A I may be based upon the t)-pe of eqwpment. type of S.rv\C:•. number

of lubscnbers. type or 11ze or carner. nature of HI'V\Ce area. or any otner
measure: and

"r BI Ihall idenufy. to the maJC.mum extent posstble. the capaClty requtred
at spectfic leotftphic loeaaons. InduchZ1l camel' orlic. loeauoM.

"1 b) COMPUA....CE Wmt CAPACm SonCU.-
-r 1> lslTtAL CAPAcm.-Within 3 yean after the pUblication by the Attorney

General of a nouce of capaaty reqwrements or ,."thin .. years aft.tr the Qat.
of enactment of this chapter. wh.ichever IS longer. a telecor:nmurucauoM carner
shall. subject to subMcuon tel. ensure that its systems an capable of- .

"r A> exp.ndinc to the mlJamum cap.aty set forth In tne nouce under
subMCt10n talC 1)(A): and
. "( B) accommociauftl sunul:taneously the number of intere.puonl. pen reg·
lsters. aDd trap ana trace aevu:es Ht forth m the nouce under 5U05eCuon
IUIM8),

-r2\ ExPANSION TO MAXlM'U'M CAPAcm.-A.fter the date descnbed in pan.
poaph Ill. a telecommwucauons carner shall. subject to subsecuon Ie'. ensure
that It can accommodate expeditiousiy any lncre.... Ln the aeNal number of
c:ommwue.tion inten:t!paons. pen f'eI1Sters. and trap and uaee devtces that au·
thonzed apDCi.. may seek to conduct aDd use. up to the manmwn capacuy
rwqwrement ...e fo"~i in the nouce uncier subMcUon tall IleA),

"fet ~onCES OF INC1tEA.SED MAxIMUM CAPACITY REQtJtRE....ENTS.-
"(1) The Attorney General shall penoclicaUy publish in the Federal Re~Iter.

after nOUce ancl comment. notice of Illy aec•••uy l.DCftues In the maxtmum
cap.aty reqw.rement see forth in the notice under subMcuon t u lMAI.

"(2) Within 3 yean after nocce oC inc:ftueQ m'J2m um capaaty reqwremenu
is published \lD.der paracraph (1). or ....thin such lonrer wne penod as the .~t·

tomey General may specify. a telecommumcauons carner Ihall. 5ublect to lub·
secuon let. ensure that ltl .ystems an capable o( expanciing to the Increased
mU1mWD capac, Me fonh in the notice.

"f d) CARJUEA STATDIENT.-Within 180 cia,.. after the publication by the Attorney
General of a DOCice of capacc, reqw.rementl pursuant to Nbsecuon lal. a tei..
c:ommumcatioDS carner sh&l1 submlt to the AttDrDey General a statement id,nufy­
inr Illy of ita syRelDl or Ml'Y\c. that. do not. haft the capaaty to accommociate 11­
mwtaneoWll,. the number of interceptioDa. pen "lilten. and uap and tract d'Vleet
Mt forth in t.ba DOtice UDCi.,. sub,.,..poapil IA) or (8) of SubMcuOD tilt U.

'" e. ~DGURSDIDITREQulRED POR COMPUANCL-The Auorney General shall re­
view the Il&temellla IUbminecl under sublection lei) and may. subject to the avul­
ability of appl'Q1H'iaDoaa. 1.11'" to reimbW"M a tel~mmuClcauons camer for the
just azul reuoD&ble ea-ta cli.rectly ulOCtateei with modification..s to attain such capac­
it)' requ.il'emenL Until the Attan1eY General acnes to reunbune such camel' for
such modificatioD. such carrier Iha11 be considereci to be in compliance WIth the ca­
paaty notices UDder subpuqraphs tAl &nd tBl of subMcuOlllaJl. ll.

.., 28lM. S,.... Mearity aDd bateeritT
"A telecommUDicatioaa camer shall el1.SUJ'e that an,. coun oniered or lawfully au­

thonzed interceptioD of COIZUI1u.nicaUOQl or ae:au to call.idenufy;ftllnfonnauon ef.
fected WIthin ita mt.c:hiD(J'rem.iMs CaD be acavaleCi only WIth the afftnnauve tnter­
venuon of an individual officer or employ.. of the camero
.., 2806. Coopentioa of equip••a' IZuuaulae:t1ll"en aacl pl'Oviden of tel..

co••UIlicatiou 8uppon Mme.
"f a) CONSU1.TA'nON.--A telecommunications c:urier shall consult. as necessary. in

a timely fasbion with manul.CNI"If'I of its cel-=ommUDlc.tions transDUJsion and
IWlcc.h.inc equipment and ita pnMd,rs of ce1ecommumcaaoDl suppon M",ees (or
the puztlOM oC elllUriDl that current aDd planned ""'eft ancl eqwpment comply
WIth the capability nquil'emenu of MCUOIl 2602 aDd the capaC1ty reqwremecc.l
idencmed by the AttorMy General under5eCuGD 2603.


